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Academics 
2021 - Graduate Certificate - Cyber Security
Harvard Extension School 

2009 - Masters - Information Architecture and 
Interaction Design  
University of Baltimore

2005 - AAS - Computer Information Systems  
Baltimore City Community College

2000 - B.Sc. - Zoology and Botany 
University of the West Indies

Special Sauce
• Experience Leading Nation Spanning Ethnographic 

Studies 
• Expert in Generative UX Research Methods
• Experience working with Large Scale Systems that Impact 

Millions of Users 
• Experience with both UX Research and UX Design 

Methods
• Professional Photographer, Drone Pilot and Overlander 
• Experience working in Confidential Environments 
• Strong Science Background



Multi-factor Authentication
Implement Multi-factor Authentication for the Social Security Administration 

to Improve Account Access Security for 50 Million Online Account Holders 



Discovery Research 70%

Work Flow Analysis 40%

UX Development 90%

My ContributionsI was the UX Lead on this project. My contribution

consisted of guiding and conducting discovery research,

ethnographic study, workflow mapping, wire framing

and prototyping, testing and the delivery of a validated

prototype.

Role: UX Lead
UX Team Size: 3

Tools:

Ethnographic Study 80%

Prototyping 70%

Summative Analysis 50%

Project Management: Agile



The Design Process

Investigate and Understand
• Review Congressional Mandate 
• Review of “As Is” Authentication
• Competitive Analysis

Building a Foundation
• Initial User Inquiry  
• Pain Point Analysis 
• 3rd Party Integration Review

Building the Interface
• Design Library Driven
• High Fidelity Prototyping
• AB Testing 
• Eye Tracker Testing
• Design Review

Release and Beyond
• Screen Package 

Production
• Analytic Analysis

Discovery Research and Analysis Iterative Prototyping Deployment
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Discovery
The preliminary phase in the UX-design process that involves 

• Conference with the Product Owner

• Researching the problem space 

• Framing the problem to be solved and determine the scope

• Gathering enough evidence and initial direction on what to do next



Congressional Mandate

This effort was driven by federal government’s 400 million 
dollar IT Modernization Program that aims to improve 
security and capacity of the U.S. Government IT Systems. 
This document was reviewed and used for over arching 
guidance centered around the following:

• Implementing more Secure User Access with a Second 
Factor

• Ensuring a pathway for Future Improvements   
• Ensuring IT improvements have a fall back mechanism
• Ensuring Systems have Self Help Mechanisms

Discovery

Dive Deep



Comparative Analysis 

Comparative Analysis was done to survey the best 

authentication practices of the leading web services 

providers.    

Special Notice was taken of the following: 
• The General Authentication Workflow
• Error Recovery 
• In System Tool Tips
• Notifications sent to the the users 
• Success and Failure Messages 

Discovery

Invent and Simplify



Comparative Analysis 
Discovery

A review of the current Second Factor Implementations 

revealed the following   

• Next Steps are clear
• Error messages are close to the point of error
• Users are given a choice of multiple Authenication 

methods 
• Error Reversal is available 
• Key fields have dynamic masking to catch errors 

before submission 

Invent and Simplify



“As Is” Workflow Mapping
Discovery

Dive Deep

The current Authenication pathway was mapped and 

used a foundation for the upgrade effort.   

Mapping included the “Happy Path” and Error 
Exceptions.  



02 Research and Analysis  
After the Product and Project Scope and the Desired Outcomes are determined, 

Research and Analysis is done to determine the specific next steps need to 

insure the success of the overall effort. 



Pain Points
Research and Analysis

Customer Obsession

A user inquiry was conducted to determine the pain 
points that users were having with the Current 
Interface. 

1. Forgetting their usernames/passwords

2. Registered email address can be inaccessible

3. Forgot the answers to their security questions
4. Users largely choose not to add “Extra” security 

5. Customers visited SSA field offices for relief

• In Person Generative Inquires with 
the General Public 

• High and Low Fidelity Prototyping 

• Work Flow Mapping 

• Legal and Policy Analysis 

• Ethnographic/User Identity Studies 

• 3rd Party Integration Modeling 

• In Person Generative Inquires with 
the General Public 

• High and Low Fidelity Prototyping 

• Work Flow Mapping 

• Legal and Policy Analysis 

• Ethnographic/User Identity Studies 

• 3rd Party Integration Modeling 

Pain Points



After the initial user inquiry with 61 SSA customers in the MD/PA region, the UX Team suggested offering email as the second factor first. The PO Team

decided on using cell phone numbers. The risk was documented and presented to the PO Team.

Challenge 

68%

68% of Users choose Email as a 2nd Factor

Across all generational categories (Traditionalists, 
Baby Boomers, Gen-X, Gen-Y, and Millennials.)

32%

32% of Baby Boomers chose email 2nd Factor

Baby boomers use 74% of SSA Services

5%

5% of participants share devices

These users state selected Email as their first 
choice for a Second Factor

Research and Analysis
Initial User Inquiry

Customer Obsession Dive Deep



Risk Mitigation
Research and Analysis

The Product Owner Team decided to proceed with a 
“Cell Phone First” Second Factor strategy. 

A risk document was prepared this included the 
following 

• Risk Overview 

• The Potential Impact on agency support staff 

SSA processed with the deployment but had to roll 
back the initial deployment and issue an apology.

However
This led to the funding of a 

Nationwide Ethnographic Study to 
understand customer attitudes on 

Authentication  

Challenge Customer Obsession



National Ethnographic Study
Research and Analysis

Challenge Customer Obsession
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National Study Findings
oThere is no silver bullet for the authentication of SSA 

customers 
o The customer base is too diverse to be authenticated by one 

method 
oAll customers don’t have the same access to web connected 

technologies 

Guidance
oProvide multiple Authenication methods that mitigate the 

constraints of different specific user segments. 
oProvide reassurance, contextual help, off-ramps and U 

Turns to help customers navigate the SSA Authentication 
process. 



National Ethnographic Study
Research and Analysis

Customer Obsession

National Study Findings
oThere is no silver bullet for the authentication of SSA 

customers 
o The customer base is too diverse to be authenticated by one 

method 
oAll customers don’t have the same access to web connected 

technologies 

Guidance
oProvide multiple Authenication methods that mitigate the 

constraints of different specific user segments. 
oProvide reassurance, contextual help, off-ramps and U 

Turns to help customers navigate the SSA Authentication 
process. 

59%
38%

28%
25%
25%

Drivers License or State…

Finger Print

Recent Purchase

Past Employer

Investment or Mortgage

Methods customers indicated they have used to 
prove their identities

11%
51%
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Baby Boomer ('46 - '64)

Gen X ('65 - '76)

Gen Y ('77 - '95)

Customer Age Groups
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Home…
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Customer Education Levels

Customer Device Access

386 Customers



Competitive Analysis of 
Authentication Providers    

Research and Analysis

Invent and Simplify

An Analysis of COTS Authenication solutions was done 
based on the following criteria.
• On-site hosting
• Can Integrate with Equifax Credit Verification 
• Has document Verifications Services
• Can integrate with other Authentication Systems 
• Can potentially integrate Biometric Authenication
• UX/UI Flexibility

ID.me was eventually selected as the provider

http://ID.me


Work Flow Mapping
Research and Analysis

Dive Deep

Every “To Be” Workflow was mapped and signed off 
by the Product Owner Team before prototyping began. 
These included the following 

• Account Login and

• Account Creation 

• Automated Information Entry 
• Manual Information Entry 

• Error Paths 

• Incorrect Username/Password

• Failed Authenication 

• Failed Validation 
Recovery 

• Resend Access Codes 

• 2nd Chance Credit Questions

Start

Sign In Enter User Name & 
Password

Select 2nd 
Factor

Receive 2nd Factor 
on Device

Enter CodeCode ValidatedMySSA Access 
Granted

Customer 2nd Factor Login Workflow
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Iterative Prototyping
Prototypes were built user SSA’s  Design Library, lovingly known as the Universal 

Experience Framework (UEF). The prototyping process was: 

• Iterative and Integrated with Periodic Testing and Review

• Agile with delivery 2 Sprints ahead of Development Needs 



Iterations - Login 
Iterative Prototyping

Using a Tobii Eye Tracker I determine what interface 
was the most efficient for customers considering that 
98% of Visitors already have a MySSA Account. 

• When not in the “Top Right”, users scanned for login 
location 

• Mouse tracking showed less movement was required 
for users to initiate the login process

Customer Obsession



Iterations - Tool Tips
Iterative Prototyping

We wanted to determine how customers preferred to 
access help in the form of tool tips.

• Customers want help specific to the challenge at 
hand.

• Customers did not want to read through unneeded 
information to get the their answers.   

Option 2 was selected

Customer Obsession



Login and Account Creation Terms of Service

Prototyping    
Iterative Prototyping

Deliver Results



Photo Capture PreambleProfile Info Select Validation



Baby SittingEquifax Intro Phone Send Off



License Photo Verification Assessment Validation Start Terms Take Selfie 



Setting Up Username and 
Password

Get Activation Code Enter Activation Code



My SSA Home PageSuccess 



04 Deployment and Beyond
Passing over the screen package to development is not the end. Sumatative 

Testing to validate design decisions and provide guidance for update is 

essential.  



Release 
Deployment and Beyond

Screen packages were produced periodically and 
delivered to the development team. They contained the 
following

1. High fidelity Screens designs  

2. Annotations to explain key interactions  

3. Workflows where needed
4. Hidden Menu Contents 

Deliver Results



Post Release 
Deployment and Beyond

Customer Obsession

After Release, Analytic Research was done the 
validate the design and architecture decisions made. 
The following items were investigated

1. Account Creation Success Rate 

2. Account Login Login Success Rate

3. External Validation Success Rate 
4. General Customer Sentiment via ForeSee

Deliver Results

82% 
Account Creation Success Rate 

91.9% 
Account Login Login Success Rate

87% 
External Validation Success Rate 

84.1% Positive 
Online Customer Sentiment via ForeSee 



Outcome
Successfully Provided the UX Artifacts and Guidance to inform the implementation of 

Multi-Factor Authentication to secure access to 50 million Customer Accounts and met the goals of the 

Federal Governments IT Modernization Effort




